




















Patient Confidentiality Protocol
Hi4

Revised: 26 October 2007
Created: 12 May 2005

Patient-provider confidentiality privileges form the basis of trust between the EMT
and the patient. Adhering to confidentiality guidelines therefore is of the utmost
importance both on and off duty, both for quality of care and legal reasons.

1. GERMS members will follow Health Information Portability and Accountability
Act (HIPAA) regulations in and after all patient encounters, regardless of whether
HIPAA may or may not legally apply to those contacts, and GERMS-specific
confidentiality guidelines.

2. Concurrent with and addition to HIPAA regulations, GERMS has the following
measures in place to ensure confidentiality:

a. Patient Care Reports (PCR) are kept in a locked, sturdy box or locker, to
be opened only by a crew filing a PCR or by an authorized GERMS
member, as described below. PCRs must be filed as soon as possible after
arun.

b. Electronic logs of runs will record the times, approximate locations, units
involved, priorities of response and transport, crew members, and chief
complaints but will not display names or exact locations that can be
accessed by the general membership.

c. Written logs of runs will record times, approximate locations, crew
members, and chief complaints but will not display names or exact
locations. This log will at all times be kept in the GERMS office, the door
to which must be locked when personnel are not in the office.

d. Personally identifying information cannot be spoken or written in such a
way that would allow unauthorized persons to ascertain such information.
The writing of PCRs and run debriefings will occur in the ED ambulance
bay or at the delivery location of the patient (e.g., C42 floor, the
emergency room, etc.). Patient information should not be discussed in
waiting rooms or other public places.

e. Patient information should never be transmitted via radio or other
unsecured means.

3. Only the following personnel are allowed access to Protected Health Information
(PHI) gathered by GERMS members, the transfer of which information must be
made via secure means after certifying the identity of the receiving individual:

a. Members of the crew on which the PHI was collected

b. Members currently holding the rank of Crew Chief in GERMS

¢. Current members of the GERMS Quality Improvement (QI) Committee
d. The GERMS Medical Director
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e. Law enforcement personnel investigating a possible crime, as well as
persons to which possible abuse cases must be reported

f.  Emergency care providers directly involved with the scene at which the
patient is present

g. The designated Sexual Assault Coordinator and Safety Officer/Infection
Control Officer

h. Medical personnel on staff at the receiving facility of a patient

i. Registration and billing personnel on staff at the receiving facility, to the
minimum degree that PHI is required to be transferred

j.  Georgetown legal department personnel gathering information for legal
action

k. Parents or legal guardians of unemancipated minors.

4. All GERMS members must attend a GERMS Confidentiality Policy (GCP)
training event each calendar year, which will include a presentation of HIPAA
regulations and be followed by an exam. Personnel who have not attended a
training session and passed the GCP exam within the past year cannot ride as a
crew member.
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Apffroved by Medical Director Date

Patient Confidentiality Protocol (H14) Page 2 of 2



BLS Transfer of Care Protocol
H15

Revised: 26 October 2007
Created: 26 February 2007

In most situations, other BLS-level providers will not transfer care of a patient to
GERMS crews. However, there may be some unusual instances in which these providers
do attempt to transfer care of a patient to the duty crew. This protocol outlines the
procedure to be followed when this occurs:

1.

Establish the identity of the BLS providers and confirm that they wish to fully
transfer care of the patient to the GERMS duty crew.

Contact Medical Control immediately and ask to speak with an attending
physician. Explain the situation to the physician and ask whether they approve
the transfer of care. The physician may wish to speak with the other BLS
providers to obtain more information.

If Medical Control approves the transfer of care, obtain all the necessary
information about the patient from the BLS providers on-scene (including any
assessments and/or interventions already performed) and assume care of the
patient. Treat the patient according to GERMS protocols.

The GERMS crew may NOT accept the transfer of care without permission from
Medical Control.
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Approved by Medical Director Date
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